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means, collectively, the Federal Na-
tional Mortgage Association and the 
Federal Home Loan Mortgage Corpora-
tion. 

(g) E-mail means electronic mail, 
which is a method of communication in 
which: 

(1) Usually, text is transmitted (but 
sometimes also graphics and/or audio 
information); 

(2) Operations include sending, stor-
ing, processing, and receiving informa-
tion; 

(3) Users are allowed to communicate 
under specified conditions; and 

(4) Messages are held in storage until 
called for by the addressee, including 
any attachment of separate electronic 
files. 

(h) Inactive record means a record 
that is seldom used but must be re-
tained by an Enterprise for fiscal, 
legal, historical, or vital records pur-
poses. 

(i) OFHEO means the Office of Fed-
eral Housing Enterprise Oversight. 

(j) Record means any information 
whether generated internally or re-
ceived from outside sources by an En-
terprise or employee maintained in 
connection with Enterprise business, 
regardless of the following: 

(1) Form or format, including hard 
copy documents (e.g., files, logs, and re-
ports) and electronic documents (e.g., 
e-mail, databases, spreadsheets, 
PowerPoint presentations, electronic 
reporting systems, electronic tapes and 
back-up tapes, optical discs, CD-ROMS, 
and DVDs), and voicemail records; 

(2) Where the information is stored or 
located, including network servers, 
desktop or laptop computers and 
handheld computers, other wireless de-
vices with text messaging capabilities, 
and on-site or off-site at a storage fa-
cility; 

(3) Whether the information is main-
tained or used on Enterprise-owned 
equipment, or personal or home com-
puter systems of an employee; or 

(4) Whether the information is active 
or inactive. 

(k) Record retention schedule means a 
schedule that details the categories of 
records an Enterprise is required to re-
tain and the corresponding retention 
periods. The record retention schedule 
includes all media, such as microfilm 

and machine-readable computer 
records, for each record category. Re-
productions are also included for each 
record category if the original of the 
official record is not available. 

(l) Retention period means the length 
of time that records must be kept be-
fore they are destroyed. Records not 
authorized for destruction have a re-
tention period of ‘‘permanent.’’ 

(m) Vital records means records that 
are needed to meet operational respon-
sibilities of an Enterprise under emer-
gency or disaster conditions (emer-
gency operating records) or to protect 
the legal and financial rights of an En-
terprise. Emergency operating records 
are the type of vital records essential 
to the continued functioning or recon-
stitution of an Enterprise during and 
after an emergency. A vital record may 
be both an emergency operating record 
and a legal and financial rights record. 

§§ 1732.3–1732.4 [Reserved] 

Subpart B—Record Retention 
Program 

§ 1732.5 Establishment and evaluation 
of record retention program. 

(a) Establishment. An Enterprise shall 
establish and maintain a written 
record retention program and provide a 
copy of such program to the OFHEO 
Examiner-in-Charge of the Enterprise 
within 120 days of the effective date of 
this part, and annually thereafter, and 
whenever a significant revision to the 
program has been made. 

(b) Evaluation. Management of the 
Enterprise shall evaluate in writing 
the adequacy and effectiveness of the 
record retention program at least 
every three years and provide a copy of 
the evaluation to the board of directors 
and the OFHEO Examiner-in-Charge of 
the Enterprise. 

§ 1732.6 Minimum requirements of 
record retention program. 

(a) Requirements. The record reten-
tion program established and main-
tained by an Enterprise under § 1732.5 
shall: 

(1) Be reasonably designed to assure 
that retained records are complete and 
accurate; 
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(2) Be reasonably designed to assure 
that the format of retained records and 
the retention period— 

(i) Are adequate to support litigation 
and the administrative, business, ex-
ternal and internal audit functions of 
the Enterprise; 

(ii) Comply with requirements of ap-
plicable laws and regulations; and 

(iii) Permit ready access by the En-
terprise and, upon request, by the ex-
amination and other staff of OFHEO by 
reasonable means, consistent with the 
nature and availability of the records 
and existing information technology; 

(3) Assign in writing the authorities 
and responsibilities for record reten-
tion activities; 

(4) Include policies and procedures 
concerning record holds, consistent 
with § 1732.7; 

(5) Include an accurate, current, and 
comprehensive record retention sched-
ule that lists records by major cat-
egories, subcategories, record type, and 
retention period, which retention pe-
riod is appropriate to the specific 
record and consistent with applicable 
legal, regulatory, fiscal, and oper-
ational and business requirements; 

(6) Include adequate security and in-
ternal controls to protect records from 
unauthorized access and data alter-
ation; and 

(7) Provide for adequate back-up and 
recovery of electronic records. 

(b) Training. The record retention 
program shall provide for training of 
and notice to all employees on a peri-
odic basis on their record retention re-
sponsibilities, including instruction re-
garding penalties provided by law for 
the unlawful removal or destruction of 
records. The record retention program 
also shall provide for training for the 
agents or independent contractors of 
an Enterprise, as appropriate, con-
sistent with their respective roles and 
responsibilities to the Enterprise. 

§ 1732.7 Record hold. 
(a) Definition. For purposes of this 

part, the term ‘‘record hold’’ means a 
requirement, an order, or a directive 
from an Enterprise or OFHEO that the 
Enterprise is to retain records relating 
to a particular issue in connection with 
an actual or a potential OFHEO exam-
ination, investigation, enforcement 

proceeding, or litigation of which the 
Enterprise has received notice from 
OFHEO. 

(b) Notification by Enterprise. The 
record retention program of an Enter-
prise shall: 

(1) Address how employees and, as ap-
propriate, how agents or independent 
contractors consistent with their re-
spective roles and responsibilities to 
the Enterprise, will receive prompt no-
tification of a record hold; 

(2) Designate an individual to com-
municate specific requirements and in-
structions, including, when necessary, 
the instruction to cease immediately 
any otherwise permissible destruction 
of records; and, 

(3) Provide that any employee and, as 
appropriate, any agent or independent 
contractor consistent with his or her 
respective role and responsibility to 
the Enterprise, who has received notice 
of a potential investigation, enforce-
ment proceeding, or litigation by 
OFHEO involving the Enterprise or an 
employee, or otherwise has actual 
knowledge that an issue is subject to 
such an investigation, enforcement 
proceeding or litigation, shall notify 
immediately the legal department of 
the Enterprise and shall retain any 
records that may be relevant in any 
way to such investigation, enforcement 
proceeding, or litigation. 

(c) Method of record retention. The 
record retention program of an Enter-
prise shall address the method by 
which the Enterprise will retain 
records during a record hold. Specifi-
cally, the program shall describe the 
method for the continued preservation 
of electronic records, including e- 
mails, and the conversion of records 
from paper to electronic format as well 
as any alternative storage method. 

(d) Access to and retrieval of records. 
The record retention program of an En-
terprise shall ensure access to and re-
trieval of records by the Enterprise and 
access, upon request, by OFHEO, dur-
ing a record hold. Such access shall be 
by reasonable means, consistent with 
the nature and availability of the 
records and existing information tech-
nology. 

VerDate Aug<31>2005 10:09 Jan 24, 2008 Jkt 214041 PO 00000 Frm 00399 Fmt 8010 Sfmt 8010 Y:\SGML\214041.XXX 214041ys
hi

ve
rs

 o
n 

P
R

O
D

1P
C

62
 w

ith
 C

F
R


